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Content of this Keynote

1. INTRODUCTION TO n = I (@
FIBRE SENSING TECHNOLOGY | =

in the backscattered light, measured continuously
along the entire length.

Light pulses travel through the fibre. o 2. - i . i
Interactions with the environment cause tiny changes I I B ‘—* L <—° 2233, ‘//\/' - [— —— — —— —

0 N
2. SENSING APPLICATIONS 9 L = - {; : o
One technology. ) 0.2 f |
Many critical applications. O p/ —— - = QQ,‘\\Q%

3. NETWORK SENSING @ .................... @ T x P Q .................... @

From raw data to actionable intelligence,
fully integrated into network operations.
DATA DETECT CORRELATE ALERT ACT

IRIS — Network Al and Sensing Research Group Trinity College Dublin, The University of Dublin



=Y Trinity College Dublin
@ F‘ Colaiste na Trionéide, Baile Atha Cliath
The University of Dublin

A world of fibre

TERRESTRIAL FIBRE ~ SUBMARINE FIBRE
> 5 billion kilometres deployed > 1.5 M kilometres across ~600 cables
- worldwide > Roughly 0.03% of all the fibre on
> Long- haul, metro, access FTTH, data- - the planet.
\ centre ; 4 | " »;j;
s (®> / /,"}\/A"_",\L& ST s Lé» ”om ]
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Do fibre cuts ever happen?

TERRESTRIAL FIBRE

thousands nationally

estimated cuts per year (US alone)

Metro rate 13 cuts / 1,000 mi / yr
Long-haul rate 3 cuts /1,000 mi / yr

Operator impact ~1 cut every 4 days

IRIS — Network Al and Sensing Research Group
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SUBMARINE FIBRE

~150—200 globally

faults per year (global total)

Long-term average 199 /yr(2010-24)
Frequency ~4 per week
Avg. repair time 2023 40 days

Longest repair 2023 947 days

Trinity College Dublin, The University of Dublin
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Would it not be nice if fibre could sense? e e
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Spoiler alert...

Strain, temperature,
pressure on the fibre
affect an optical signal
propagating though it

DAS identifies the difference

between fish and vessel

Trinity College Dublin, The University of Dublin
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Sensing techniques classification

*** Depending on propagation direction:

1) Backscattering 2) Forward propagation
Light reflected by fibre Light collected on the opposite side of the source
Sensing point Sensing point

v

! 1
H |
Source / [N - ! >
it 0 1
Detector % >1< Source : .\l Detector
~

*+* Depending on feature sensed:

1) Phase* 2) Polarisation* 3) Amplitude 4) Wavelength
A y 5 '
( 7}? D | | € //i' D | |¢ I 5| | i )
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Fibre sensing mechansisms

Based on signal backscattering:

¢ Pros:
= Accurate localization
= Source and receiver at same location
*» Cons:
m High sensitivity receiver: 0.0001% of incident light
is received back
m Does not work with amplified networks
m Sampling rate determined by fibre length

IRIS — Network Al and Sensing Research Group

Based on forward propagation:

¢ Pros:
= Can use data channels as source
= High sampling rates are possible
*»» Cons:
m Localisation not provided natively
= Noise accumulates over whole link

Trinity College Dublin, The University of Dublin
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Features that can be sensed

Phase Polarisation

¢ Pros: ** Pros:

= Phase is very sensitive, tens picometers accuracy = Low cost receiver, can be part of data channels
¢ Cons: & Cons:

= More complex coherent receiver required = Much less sensitive than phase

m Signal saturates when phase difference > 2n

IRIS — Network Al and Sensing Research Group Trinity College Dublin, The University of Dublin
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Content of this Keynote

2. SENSING APPLICATIONS . = :T[/;_; e
One technology. —F—— O O | {
Many critical applications. 0 _ B ‘h_l_ Q‘Q,:pé%
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Sensing Applications

*»* Localised (point) sensing:
= Can provide higher precision for specific locations
= High variety of sensors

Stretch and

Gauge level Gyroscope Biological tafpeTatirs Acoustic
£ .\ —— (|>)>
iz i— Y-
b e
+»* Distributed sensing:
m Tens of thousand of points across entire length of fibre
m Can be applied to existing telecoms fibre
Road traffic Earthquakes Dark Vessels*

IRIS — Network Al and Sensing Research Group Trinity College Dublin, The University of Dublin
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Point sensing applications

Gauge level

High level (Liquid present) Low level (Liquid absent)

Light

Optical Gyroscope

Light

Soukto Detector s SN Detector
' /?\ ¥ BN Sagnac Effect
LN | e 5;”2“ DIRECTIONAL COUPLER
i . : N TURN FIBER
Prism : OPTIC COIL
/ i
\ / DETECTOR
Gas 3 Gas ®
Liquid \/ T S
Pros: no electrical parts, chemically inert,... Pros: no moving parts, high dynamic range,...

IRIS — Network Al and Sensing Research Group Trinity College Dublin, The University of Dublin



v Trinity College Dublin
B Colaiste na Trionbide, Baile Atha Cliath
The University of Dublin

Chemical and biological sensinng

Measuring the presence and
concentration of given chemical agent 8P Target Biomolecule

Y Ligand (immobilized)

Chemical agent

l l l l l _ Cladding
.~ exposed region
. * . * . - . . . . E e
. o' 0 !
. ! . . T

Optical Fiber

Core

Cladding
Waveg:;c:g Sensing Region
S (Functionalized Tip)
0 A
| No target bound
(Reference)
[
Q
g
© ) -
(7] Partial target binding
’ &=
Waveguide .~ &
cladding
5 High target binding

Wavelength (nm)

Pros: real-time, continuous monitoring, non invasive,...
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STRAIN AND TEMPERATURE MEASUREMENT ‘ :
‘ Measured Bragg wavelength shifts

Strain changes the spacing of the grating, with strain.

Localised strain and temperature measurement

’shifting the Bl:agg wavelength. . i A st . (St:;?\;ri\::)
Broadband . - Interrogator iy
e |y (o ety T Tk
A s i . : py

__ 1 ¥ \\
P YR ) i | \
7 ; g
:, Unstrained Stretch Strained (tension) : // : "
I : /
A —— L,
i ! Ag Ag + A
S SRR s R e e e S SEnm s ' Wavelength

[ Tension (or compression) changes the grating period — Bragg wavelength shifts — Strain is calculated. J

Pros: no electrical parts, high precision, remote reading,...

IRIS — Network Al and Sensing Research Group Trinity College Dublin, The University of Dublin



Applications based on distributed sensing
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How Distributed Sensing
works with light pulses
in a Fibre Optic cable

One fiber. Thousands of sensors. Continuous insight.

Interrogator

Backscatter
intensity

Backscattered light over distance

Light pulses are

Position along fibre

Y

Variations in

backscattered
light are tracked
at the interrogator
to reveal changes
along the entire
length of the fibre
in real time.

n Inhomogeneities in the fibre scatter
the light pulses back to the interrogator.

injected into the
fibre at regular
intervals.

PIPELINE MONITORING
Detects leaks, intrusion
and ground movement.

STRUCTURAL HEALTH
MONITORING
Detects strain and
vibratlons in structures.

PERIMETER SECURITY

Detects intrusion, digging
or fence climbing.

—3 Launched light pulse

—p Backscattered light

Acoustic sources
cause variations

RAILWAY MONITORING
Detects train passages
and track vibrations.

in the fibre.
+ Vibrations -
e Strain ’ - o
o Temberahire These disturbances change the length and refractive index of the fibre

P P locally, altering the backscattered light. A
* Fressure

Compression No strain (reference) Stretching
° o o o ol * 9 \
()_'v_ .-«_() . - — G t :
SFI Centre for [ |\, * e : . 2 Continuous High spatial Real-time All-fibre solution
C F Geophysical AR L= — —> measurements along resolution monitoring immune to EMI
\: Corenitig \ \E '\,\ N - = » Scatterers / inhomogeneities the entire fibre (metres or less) :ggiganr‘s‘:lems
L g A J
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Traffic Sensing
DAS - Fibre optic cable

(sensing fibre)

Trinity College Dublin
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. 3 t " ": : + >
0 km 25km 50 km 75 km \ 100 km
/ ' \
b Distance along fibre 4 '
/ ] \
y DAS measured strain rate (vibrations) { i
f Strain rate
. High
Time
Y H Low
Bus Truck Car
0 == : v = =35 =

Vehicle speed

Timd [s]
AR
o

B. Biondi and H. Li, "Future SMART Cities Enabled
by Fiber Sensing," 2025 Optical Fiber

Communications Conference and Exhibition (OFC),
San Francisco, CA, USA, 2025

100 200

300 400

: 100 200
Distance along fiber [m]
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Earthquake sensing

63.9°

TRADITIONAL SEISMIC NETWORK DAS ON DARK TELECOM FIBRE

Fault 4
Fault 3

* M 5.2 epicentre * M 5.2 epicentre
m A B i ———

5 rrtual chanmels every 10 m
SM1 SM2 SM3 ! a5ae Sy
3 stations - spacing ~10 km - purpose-built & expensive ~10,000 channels - existing dark fibre - no new infrastructure ' ;2 leelizmdl
5km ﬁ;’? . .
— .“Reykjai esf/ ‘3'3:;:
RECORDED WAVEFIELD — same M 5.2 event ch 0 . —22.7° -22.5°
“,_E - P-wave moveout
SM1 Vg stope—=tivetocity
W o Distance (km)
SMZ and " 4.8 49 5 51 52
1.1'. B
A
5M3 LA
Ip‘vv\ ‘\\\v- -

chn §
3 isolated traces — wavelield inferred between
continuous wavefield — avery metre resolved

Time (s)

Jousset, P., Reinsch, T., Ryberg, T. et al. Dynamic strain
determination using fibre-optic cables allows imaging of
seismological and structural features. Nat Commun 9, 2509
(2018). https://doi.org/10.1038/s41467-018-04860-y
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Sea-Scan®: Solving the issue of dark vessels

Normal vessels Dark vessels*
Transmit their location via AlS — visible to other systems. Do not transmit their location — not visible to other systems. I RI S

Network Al and

Vessel is not visible to

AlS signal received

Vessel identity, position,

course, speed, etc. TR 2 7 \‘\ other systems.
9 : - X ¢ o
- \ = o Sensing Grou
T gty S .
ﬁ; =i 1) TR i X Crossing Point
{1 1] i O Target vessel
H ﬁ : 0 Radius: 2.0 km
; ROI: 5.0 km
a A
Q Detected and identified e Not detected by other systems
Location and identity are known. Location and identity are unknown. ~
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Fiy
A A
DAS detects vibrations from the vessel DAS still detects vibrations from the vessel )
Fibre optic cable N— Fibre optic cable S///
(DAS sensing) (DAS sensing)
@ @ 2 @ -@ @ \ - @ . . . s 4 2 @ >
DAS response DAS response
(vibration) WNV\/\N\/\A/N M (vibration) ‘
> >
Distance along fibre Distance along fibre

IRIS — Network Al and Sensing Research Group Trinity College Dublin, The University of Dublin
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Data Collection of Vessels signatures

HANNAH J Trawler: Length 20.0 m’ 50 : 28.65km : _ 29.26km - 29.87 km - - - 30.49 ki - : FTRTT RN
Width: 8.0 m, Tonnage: 103 40
- . . .
%‘_‘ 30
E;':" 20
10
S R e | [T e 500, 35,014 s TRV 0.0, 35.0]]  [Peeetesn NSRRI | 0.0, 35,01
16:08:06 16:08:06 16:0|B:06 16:0|8:06 16:(}"8:06
BORE SONG Cargo Ship, Length 195.0 m,
Width: 26.0 m, Tonnage: 25,586 St e T o _ T ek e 7'k

Frequency [Hz]

it B R e on 00 2, -60.2))  FRERTROERR O W 692, 60.2]]  (FRRCNNES SrGR o CRe e [-09.2. 60.2])  [MERERER R ORI 69.2, -60 2]}
21:32:15 21:32:15 21:32:15 21:32:15 21:32:15
STENA ESTRID Passenger Ship, Length
215.0 m, Width: 28.0 m, Tonnage: 41,671 o 9287k 93.79 km

94.71 km 95.63 km 96.54 km

-
(=]

30

Frequency [Hz]

04:45:13 04:45:13 04:45:13 04:45:13 04:45:13

IRIS — Network Al and Sensing Research Group Trinity College Dublin, The University of Dublin



Trinity College Dublin

Colaiste na Triondide, Baile Atha Cliath

Al for dark vessel detection and classification

T 41 Dark vessels

o et detected in 35 days
Midpsatold Lot Ao Ly ——

i

g I R B =
| : I' | i [ Radius: 30km
/ : : \ i " Radius: 10km

// : l | l :

SR O S N .
1 - )
l" 1 II
)

__________

/ .

| (bach » fearwreband cow » tons sieps  chamvels) (O F catiine yrmanid Motwork T
(FPN) Head .
Fuse multi-scale temporat-spectral features
= 1.00 4 L plt)
/ T 0.75 — EMA Output
L Temporal Block Channel Block g7
5“ Temporal safency via 1D conv Spectral probability via 10 conv -g' 0.50 -
H s}
i Ptime_prob(t) ' T 025
S Joint Probability \ = 0.00-
] P69 = Prime proe®) - Pes_pron(t) 14:50  15:00  15:10  15:20
2025-Apr-21
41.07 km 41.16 km 41.31 km
oo P T
Vessel detection accuracy: 98.7% 575
> 90 R
§m
Vessel tonnage classification accuracy: 86.2%

03:03:51 03:03:51 03:03:51
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Length 90.0m

Detecting specific events

Beam 14m

Main Engines 2 x Wartsila diesel engines
and Power Take In

WB YEATS |r|Sh navy VESSE| Tonnage 2,256
Crew 44 (6 Officers)
1. Dark Vessel: estimated speed within 1 knot 2. Anchor down near the cable
Confidence Contours Confidence Contours

— 204 e 206 w— 208 - e — 204 e 206 = =08 300
2% —262 §16 ~ 2507
§ > e g 14 5; 200
S 3 » % 12 g 150 -
g 15 § . g 8 7 o 50 4

12:50 13:00 13:10 13:20 13:30 13:40 -SZE ™ [ ! : ' 09:00 09:05 09:10 09:15 09:20 09:25 0 -25 0914 15 30 45 09:15 15 30 45
Time 2025-Oct-28 2025-Oct-28 Average PSD (dB) 2025-0Oct-28 09:15

Importance of spectral analysis

3 hiding its si behind | I i : -
. RHIB hiding its signature behind large vesse 4. Detection of (stealth) electric engine
. b Confidence Contours _ _ Confidence Contours
oy . =06 =08 Ry 7 i e
g 16 B I §
g4 T
< 5 42
512 e
! g 10 ey ; 40
2 § 2 35
£ 8 I £ : : : .
o] - : 1 — o) T Sh d = | |
11:00 11:05 11:10 11:15 11:20 11:25 0 -25 30 45 11:16 15 30 45 11:17 15 15:00 15:05 15:10 15:15 15:20 15:25 0 -10 15:15 15:20
2025-Oct-2¢ dB 2025-0ct-28 11:17 2025-Oct-2 dB 2025-Oct-28
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Sea-Scan for real time dark vessel detection

DEPLOYMENT Irish Sea (ESB) -~ — -

™~ S“EEA §qAN 3409 ch RUN

SEA CABLE DEFENCE

“—/,0//‘4 -

L
'.‘3-‘"_"':
= e
Contacts u priority <
® All Matched Dark e
01 80 01 g
Dark contact #1
- ¢ #1 created
R0 o Sy {
. ( >
53 \
' 4
- v #.
o A
_" 4
b 1/ [
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q (
& {
/‘}) 1‘
2 »
-
€ LAYERS
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-
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&
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Sea-Scan: what’s next?
b

@

MEASURE THE SIGNATURE SPECTRAL LINES — FEATURES RECONSTRUCT THE VESSEL
@ ) TONNAGE / 1
ex: _/ oiseacement | | SN | [ e
SIGNAL PROCESSING 5 : %
Lo SE | PROPELLER @
B e = | DIAMETER °
e i &0
‘.\ N 3 .
\ B S e !
(! e PROPELLER TYPE ® I
E Tk ®,
P o |~"| &BLaDES &%
’ N A =
| ” e | =
‘ ; AN . /
Hz P e e A e HULL SHAPE a
\/(. _/—>
“:3 HULL SURFACE A
O : i :; &COATING PROPULSION SYSTEM STRUCTURAL LAYOUT
o oY
G el »| HULL SURFACE 7
F 8- S & COATING \ep/ INFERRED VESSEL ATTRIBUTES
. & bt - Tonnage (DWT)  ~ 12,500 tons { & Propeller Type Controllable Pitch (CPP)
T R '
T = ‘ STRUCTURAL oA Length Overall 145 | Propeller Di 42
complex processmg -\' o e ‘ é% engtl eral m & ropeller Diameter 4.2m
mixes spectral information e e ) Y 7 J ~u”| Beam 220m ‘ &3 Blade Count 5
across frequencies
NS / é Draft 81m ‘ @ Confidence 92%
THE SEASCAN WORKFLOW
MEASURE SPECTRUM DECOMPOSE LEARN RECONSTRUCT DECIDE
e o 0o 0 /
o) > (W) - ) > @ - @& > (@
(( e o o o 3
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IRIS

0.95km

i Un;i:llzl;ted ROADM Asiera i':‘,; .
o P A *  Commercial Network AT and
DP-16QAM . .
ey e —— s sa P4 metropolitan 3@ Sensing Group
200 GB/s ¢ m-as-a- © 4 W UNIVERSITY OF TECHNOLOGY
Service ;8 Dllbllll network

m Optical analyzer /

]

-~

TCD-2
200 Pearse

S Confusion Matrix

13. 2 km

.y

Polarization
Data pre- analyzer
processing |

NPSV
I AI‘

calculation J/ . E :
ML — — ) avesdropping
:: switch — :X: g Eavesdropping via bending rix

SOP % 80 Hz vibration

signatures ROADM Soft bending
=T G

+** Able to distinguish between: d/

Soft bending

0.0% 1.2% 0.0%

0.3% 0.1%

eav;

True label

sbdi{ 2.2% 0.6%

= No event (rix)

s Eavesdropping (hard bend) - 80vb| 0.1%  0.1%

m Casual impact (soft bending)
= Digger noise at 80Hz (80vb)

(\“\- Q/Q;\ O S R

Predicted label
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Content of this Keynote

3. NETWORK SENSING @ . @ o x Jo g ................... ’ @

From raw data to actionable intelligence,
fully integrated into network operations.

DATA DETECT CORRELATE ALERT ACT
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A full scale sensing network

e B Gl =2 eiffje—=mm
s o — | e [ [/ * Pros:

[ Traffic flow ] [ Cable-strike risk ] [Burst water main] [Wlnd & ice Ioad] [)rone passmq [Vessel track] [Anchor]

= Share costly sensing devices
= Ubiquitous sensing

EE
+* Open Issues:
! k 5 = Interference sensing/data channels
I s Environmental noise leads to low SNR
e A

m Distance/coupling of fibre with event

“' .. 3 = )
N b » Y
.'ap 'Qb‘

. @®  co-2.-rRofDM+OLT

m Do | nheed more diverse data?

=» Key question: which fibre/s route to
use for a given sensing event

CO-4..sensing-hub

IRIS — Network Al and Sensing Research Group Trinity College Dublin, The University of Dublin



Interference issue: How DAS affects other transmission channels

%+ Fibre nonlinearity causes cross-talk  *“* DAS pulses have high power,
among channels triggering nonlinear effects

Co-propagating — curo - — probe - u Issue Occurs When DAS and data are CO-
propagating

_,_\_—_M___/\/ R .
T Co-propagating Counter-propagating

Proba — picks up the pattern

Counter-propagating — peapohe +— 0.01 {a
Pump [data) 0.001 . o i : 11 11 1 y ( )
| \With Post FEC on 20mW — Emor Fres
ncorrected E -
1E4 e rors 50, 100, and 200 mW --- Post

FEC Uncomected Errors

o 1ES
w

BER

O el
signads sw wt print —— wio Sensor Pulse
1E7 4| —@— 20mW @80km

1 T & »
eep past < pUMD AVerages o e giigite im |
— \ -+ Post FEC 73 ——Wic Sensor Pulse BER
—&— S50mW @80km Error Free ~w— 20mW (@80km
1E-8 4| —4— 100mW @80km —&— 50mW (@80km
£ ] .—"'-_ 200mW @80km | | \. ; —4— 100mW @80km

0.001

Proba — stays clean (only average falt]

- g
0 g 0
I { . ] —p— 200mW @80km
&0 B g T 1 1E 4 +——————————————1——t————t—
(e) 38 36 34 32 30 -28 26 24 22 -20 32 30 28 26 -24 -22 20 -18 16 -14 -12 10
sl ' ; . 00 L : : : : . Rx Power (dBm) Rx Power (dBm)
1341 1548 14 1530 w1 1542 1545 1580 1EE1 1554 45T
Wirvalangth (rm) Wavelength nm) Z. Jia,L. A. Campos, M. Xu, H. Zhang, M. Gonzalez-Herraez, H. F. Martins, and Z. Zhan, "Experimental

Coexistence Investigation of Distributed Acoustic Sensing and Coherent Communication Systems," OFC 2021
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2. What Determines How Much Each Fibre “Feels” the Event?

Distance to the Event Fibre-Ground Coupling
Signal amplitude decays ‘ 7 Stronger coupling — more ground ‘

with distance motion transferred into the fibre

T Fibre A (15 m)
§ EibreiB: 5:m Strong coupling
) : £ (below event) Well-compacted soil
Fibre routes (buried) E (direct burial)
s Fibre A (red) < Fibre A: 15 m
£
(7] Key point: 4 (across road) .
ibre B (green) . Y P . ' 2 Fibre B (5 m)
Fibre B is closest (5 m) but in a a Weak i
- eak couplin
POI = Point of Interest loose backfill zone with poor * b u:f:"g/
(e.g., road, chamber) ; = ground coupling. o;se ‘Iac
: ; soft soi
Splice / Joint f Fibre A (15 m) is farther away Distance from event (poor contact)

but in well-compacted soil and

Buried section
is better coupled to ground.

4. Example DAS Comparison (Same Event)

3. Relative DAS Response of Each Fibre to the Event

Fibre Distance Fibre-Ground Coupling Expected DAS Detectability Simulated strain-rate (arbitrary units)
to Event (qualitative) Amplitude (with DAS)
. Fibre A (red) - 15 m (across road) AW SNR: High
15 St W
Fibre A m rong I High Q
(red) (across road) (well-compacted soil)
Fibre B 5m Weak i i Fibre B (green) - 5 m (below event) N SNR: Low
(green) (below event) (loose backfill)
° Reliable detection Unreliable / marginal Q Likely not detected Time

IRIS — Network Al and Sensing Research Group Trinity College Dublin, The University of Dublin



Overhead cable protection: do | need more diverse data?

¢ Should the operator act on strain alert or not?

-0 SUMMER (Typical Day) e WINTER (Snow Event) KEY TAKEAWAYS

== Normal thermal

s Additional load A @ Context is critical:

x rain level
elongation Same strain level can mean

from snow

-~
Deves,
-~
-

different things depending

LEE N e § on the season.
;\\_ "-‘\ v —'-> - =
: 48 @ le i X DTS + Strain sensing

il I I provides distributed,
real-time awareness of

cable health.
DISTRIBUTED STRAIN ALONG CABLE INTERPRETATION DISTRIBUTED STRAIN ALONG CABLE INTERPRETATION
1000 7 1000
Strain level within Strain significantly Enables proactive
_. 500 - expected range for _ 500 above seasonal maintenance and
3; /f’“”’“ = e _ temperature-induced i baseline. prevents failures.
£ 0 4~—""" SN cable stretch. £ 0 - = Consistent with
4 o High strain |
B 7 sustained s
-500 - -500 -
1000 1 : ; : . ; , @ NORMAL -1000 ; ; ; : . : BEALISSUE -
0 5 10 15 20 25 30 CONDITION 0 5 10 15 20 25 30 POTENTIAL RISK Better Data. Better Decisions.
Distance Along Cable (km) Distance Along Cable (km) Stronger Networks.
:  Higher temperature — Cable expands — Increased length — Lower temperature + Snow load — Increased sag + Tension —
Higher tension (within normal limits) Elevated stress (potential risk to infrastructure)
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Overhead cable protection: do | need more diverse data?

Close pass
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Solution: Intent based network architecture

Adtran

Applications / User layer

LLM Assistant

Uls

Digital Twin Ul

Model Contgxt Protocol

Al Assistant + REST §ensin g TML
Digital Twin Testbed  |—RES— 1ne/
Applications
W REST A
_____ TeraFlow SDN
> Rei'ddég”ly L : Orchestrator el
peeeee e Layer
: Interface ¥ TAPI/ Controller SBI z 3
Domain Control Layer fQ >
R Domain Specific -
Controller 4
NETCONF/gNMI/REST Data Pipeline
JSON-RPC 2.0 /SNMP/Vendor APIs A N,

Data Plane / Infrastructure

*

Network Devices

Sensing Elements

NETCONF/gNMI/REST/SNMP/Vendor APIs

IRIS — Network Al and Sensing Research Group

(VA Trinity College Dublin
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The University of Dublin

ICDN

*** Intent-based control plane, deciding
= Route selection

= Type of sensing probe

= Integrate with SDN telecoms infrastructure

HORIZON EUROPE
2021-2027

European
Commission

¢ Build context awareness for sensing
applications
= Multi-modal data
= Al-based data fusion

Trinity College Dublin, The University of Dublin
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Content of this Keynote
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Conclusions

+*»* Fibre sensing technology developing rapidly

** Growing range of applications is emerging

+* Coexistence with telecoms enables ubiquitous sensing

M
ok
1

1
-
N

M 5 > + D) % Use of Al very promising
o]
SENSING FUSION AUTONOMOUS ACTION

DECISION-MAKING

T

... BUT...
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The scalability problem

* DAS produces 1TB of data/day (for 100km) il M”LT'M°'Z‘ZATA°°“;T:"
If applied to 1bn km (20% of fibre worldwide): “W‘r"” & AA T | e

\ . - Acoustic Thermal Vibration Polarization Other

FRER 2R v v E
.:I-...v...l-.:ll..l...ll!
H 8 . Eal NN N.NREE/ 0 N NN N E'E.®0 @
cEONE EEENEINEN SN I N sE R . BN TN

H AN EENAITEENRNRCE EN LN AW W g e e
" " NEgrEENP,IN <N =
P EEENE®
ENORMOUS DATA VOLUMES

CONTINUOUS.

@ DISTRIBUTED.
RELENTLESS.

TB - PB / DAY

From thousands of km of fiber

8- . el 0 The challenge is not data.
4 . [ . F 5
RN ENsL.WEN It is making sense of it.
. 10’OOOX '.l-l.llll l. o y,
arr"mrEamMEEm-n 3
" g ARy an
-..---.-».
L I B | EEmTEE.N
csE B NEEENR
- \-U-:_-‘ < \
v I AP v v
. eoove
J L LN
LR R BN J
High Volume High Velocity High Variety High Complexity

= To be stored, organised, processed,...

THE CHALLENGE IS INTERPRETATION AT PLANETARY SCALE
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The Integration Problem
Integrate sensing intelligent with network operations

R N
( 1. INTELLIGENT SENSING LAYER 2. INTELLIGENT ABSTRACTION LAYER 3. NETWORK INTEGRATION LAYER

Collect - Store - Process From data to intelligence

Q@

Integrated sensing and communications

@
\\\\ ”’,’

)
\\/ / @

Intent-based Context
| ¥ & O

operation ~_ 7 awareness
............................. Unified Automated Closed-loop

visibility actions assurance

.-
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The Governance Problem

Who should access, interpret and benefit from sensing data?

ONE INFRASTRUCTURE, MANY POSSIBLE USES

SCIENCE RESILIENCE SECURITY SURVEILLANCE OTHER USES mﬁ

Earth science, Disaster early Threat detection, Population Commercial, S U B M E H S’ E

climate, oceans, warning, critical situational monitoring, industrial, policy,
ecosystems infrastructure awareness behavioral research, ... FramQ, FreacuQ,
monitoring ' inference Repository 1 Ik«-vw b I“'f e Repository 2

R0y | Recin €3

............................

M)’—o— FIBER SENSING INFRASTRUCTURE Errerrrr e

CORE GOVERNANCE QUESTIONS

A © O,

Repository 3

Raw
Data Buffer

Repository 4

DAS/SOP
interrogator

PI1

Security Vatted

N
Who owns the data? Who can access it? How long is it retained?
Telecom operators, governments, Under what conditions, What are the limits on storage,
communities, or the public? for what purposes? sharing, and secondary use?
v
THE GOVERNANCE GAP

Sensing capability is outpacing policies, laws, and ethical frameworks.
Without responsible governance, public trust and societal benefit are at risk.

PRINCIPLES FOR RESPONSIBLE GOVERNANCE

Legality & O Purpose @ Minimization & O) Accountability & @ Public Benefit &
Transparency Q Limitation Data Protection Q\ Oversight Trust
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How do we solve these problems?

European HORIZON EUROPE
Commission 2021-2027

»* New ESFRI on European fibre infra for time synch, sensing and quantum

FOREST

** Embedding sensing into optical network architectures

¢ Feeding real-world sensing data into Al/ML pipelines for network automation.

SUBMERSE ** Turn European submarine cables into continental-scale scientific observatory

** Photonic techniques and network architectures for sensing

ECST/\TIC * Joint communication and sensing over live telecom networks

i BGSNS

Keep fibre sensing in ISAC in the work programme!
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The next frontier: fusion of fibre, wireless RF and FSO sensing

FIBRE SENSING WIRELESS RF SENSING ‘f FREE SPACE OPTICS SENSING

Distributed along existing fibre networks Wide-area coverage and mobility High resolution, line-of-sight sensing

¢ Strain / vibration » Position / velocity * 3D mapping / imaging

¢ Acoustic / intrusion ¢ Human / vehicle detection » Target detection / tracking

e Temperature  Activity classification e Atmospheric sensing

¢ Structural health e Wide-area situational awareness ¢ High precision measurements

J

Multi-sensor complementarity

DATA FUSION

Spatial + Temporal + Semantic
Integration

Improved accuracy & robustness

Resilience in challenging environments

SO XR

Extended coverage & capability

Integrated Insights & Smarter Decisions

Security & Infrastructure Environmental . Maritime A - *  Disaster Smart Cities &
Surveillance Monitoring Monitoring Domain Awareness ﬂ Response Critical Assets

T~
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IRIS: The Network Al and Sensmg Research Group

Al control plane for
Wireless networking

Al control plane and digital
twm for Optccal networkmg

Al-driven Edge-cloud Quantum Intelligent control Access
resource allocation networking for AR applications virtualization

'IRIS Network Al and Sensmg Research Group
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